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From The Adfhor

The cyber environment is an unseen and
omnipresent world of risk and opportunity. |
had the privilege of 25 years inside the wire

of the UK's national security complex, having
graduated with a degree in educational
psychology and a fascination around the
potential of the human brain, and what makes
our brains function — or malfunction.

| left government service having run the National
Offensive Cyber Programme, building a new
team under the banner of the National Cyber
Force (NCF), and getting curious about what
makes technology function — or malfunction.
Now | continue to ask questions of the interface
between machine and mind; mind and machine
—about the opportunities to further develop
human potential in a digitally dependent world.

The NCF was built as a high performing human
digital team. The lessons from that build out
have broad applicability to anyone operating

in a complex world. With public and private
sector organisations digitising all their services,
the recruitment, retention and growth of a
technically competent workforce underpins
every aspect of government and commercial
strategy, even nation building.
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ou stop and
h

we need a

tech enabled global system?

Are yod an 0/#7;714%7?

Is technology the answer to unlimited
opportunity, endless potential? Artificial
Intelligence to combat disease, insight from
data to generate economic growth, the
solving of the world’s most challenging
problems through connectivity and creativity?

Or concerncd &uﬁ}m?

Is the world on the brink? Growing international
tensions, conflict in Ukraine. The cost of cyber
crime growing so quickly it is predicted to

be the 3rd biggest economy in the world!? A
climate crisis fuelled in no small part by our
growing dependence on tech; an IT industry
consuming nearly 25% of the world’s energy?,
and generating more data every minute than
the ancient Greeks recorded over their entire
civilisation?

We can get to space. We can send exabytes of
data around the world in near real time, but the
lifeblood of our technical planet is still, despite
the best efforts of nations and corporates alike,
fundamentally insecure. Last year alone, threat
actors exposed or stole 22.62 billion credentials
and personal records, ranging from account
credentials and financial information to emails
and Social Security numbers. | will argue that the
solution to a better tech planet is more human
thinking, not just more tech processing...

Before any solutions are agreed on, we first need
to decide what the problem is.

* What kind of world do we want to live in?

* What part do we play, as citizens of the
planet, as consumers of tech, as members
of our communities and leaders of our
businesses, as people?

What do you think? Do you believe that we

are in crisis? And would you sign up to your
democratic duty including the need to always be
ready to think?

sustainable-160639
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The evolution of

modern intelligence

Nearly one hundred years ago, the UK faced a
skills crisis. The Government Code and Cipher
School had been formed at the end of the first
world war, to exploit the peace time value of
signals intelligence — the ability to decode the
secrets of others. Headquartered at Bletchley
Park, it would later evolve into the organisation
known as the Government Communications
Headquarters, or GCHQ.

In 1937, as the storm clouds of world war two
gathered, professorial types from Cambridge,
even Oxford university, were summonsed to
swell staff numbers at Bletchley; it became
apparent that raiding the nations’ maths
departments would be insufficient. The art of
code breaking was not a public skill; instead

the search was for linguists, mathematicians,
crossword experts. Women ‘from good families’
were called on, first on academic ability, then on
high trust family connections, and finally on the
basis of potential. Winston Churchill reportedly
remarked to the head of GCCS Alastair
Denniston “| told you to leave no stone unturned
to get staff, but | had no idea you had taken me
so literally”.

There were some remarkable prejudices
documented about what women could, and
would want to do, on the tricky academic
challenges of code breaking. But over time they
were trusted to do their work, and renowned for
going beyond the ciphers to the social habits of
the adversary; the names of their girlfriends and
much more; leading to key operational success.
When the war was over they melted back into
society, unknown and unrecognised. Nearly
8000 women feature on the Bletchley role of
honour, now recorded as part of the generation
of ‘ordinary people doing extraordinary things'.

From the war to peace time; GCHQ continued
its dual mission of making and breaking of
codes, including the development of what
would become known as public key encryption.
It moved to Cheltenham, into buildings much
less prominent than the doughnut featured on
the slide. In 1983, GCHQ gained a national profile
when its existence was avowed to Parliament.
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Despite the history books and public avowal,
when | walked through the gates of GCHQ for
the first time a decade later, | had no insight into
the organisation or its missions; its people and
its purpose remained shrouded in secrecy. As

a young intelligence analyst there was limited
transfer of personnel between government
departments, almost no relationship with
industry. It was truly the secret world behind the
wire.

Fast forward a couple of decades, through

the Balkans war, the falling of the twin towers,
the war on terror. In 2016, the Uk government
officially announced its organisational response
to the cyber age. As in Australia, the UK’s
national Cyber Security Centre is embedded in
the intelligence agencies; the NCSC was opened
in October of that year, building on the long
history of information assurance specialism
within GCHQ.

Robert Hannigan, Director GCHQ at the time,
writes that there were 4 founding principles to
the NCSC:

1. identifying and capitalising on scarce
technical skills;
2. access to data and advanced analytics;

3. harnessing the talent and resources of the
private sector;

4. and achieving wider behavioural change.

3. https./static.rusi.org/20190227_hannigan_final_web.pdf
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The NCSC was deliberately different — it was
public facing, in a building with restricted
access but public awareness, right in the heart
of London. It placed a premium on relationships
with industry; the people and the technologies
underpinning the emerging cyber security
sector. It embraced the contribution of the tech
sector and adopted a strap line of needing tech
that was ‘secure by default’. It also started down
the harder road of getting the humans in line;
cyber essentials, education programmes about
risk and briefings to business on how to tackle
the challenges.

Also in 2016, the UK’s national cyber security
strategy recorded the less public national
offensive cyber programme: ‘a dedicated
capability to act in cyberspace, for both
deterrence and operational purposes, in
accordance with national and international
law'. In April 2016 the Australian Prime Minister
confirmed that Australia had an offensive cyber
capability for the first time. And it was public
knowledge that the US had already built their
own capability, in cyber command, with the
Cyber Mission Force declared at over 6k military
and civilian personnel, and an annual budget
running to hundreds of millions of dollars.

The key learnings from the evolution of modern
intelligence relate to people, high-trust teams,
and private sector contributions:

* the importance of people, and of building
the right high trust teams

* the absolute synergy between expertise on
how to exploit commms and codes and the
expertise on how to protect comms and
codes

* the evolving and vital contribution of the
talent — and resources — of the private
sector, and others beyond the wire, to
national security.


https://static.rusi.org/20190227_hannigan_final_web.pdf
https://static.rusi.org/20190227_hannigan_final_web.pdf
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The importance of technical
expertise and collaboration
across national security

sectors

Lesson one from Bletchley - to protect tech well, someone needs to know more about how to
break it than the adversary does, whoever they might be.

A digitally enabled society has an ever increasing
vulnerability landscape. The same applies to

the whole of government, across defence. The
technical insight needed to understand this vast
array of tech controlled systems and capabilities
is much broader than comms and codes. The
internet of things, industrial control systems,
navigation systems, weapons systems, naval
fleets, nuclear centrifuges, energy provision.
Systems and capabilities that need to be
protected from the moment they are an idea in
someone’s mind, to the day the blueprints are
produced; and on throughout their working life.

Government

Defence and
National Security

There were very few in the Sigint world whose
expertise went beyond comms and codes.
Looking a little broader, however, there are some
friends with the insights required, or contacts to
those who might know — in industry. In research
and academia. In law enforcement. In the army,
the Royal navy, the Royal Air Force. Across our
international partners.

Waybe we needed a
dé/fwm/%/h/w. -

Academia
and research
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Why a cyber force?

S

The average cost of a major
data breach in 2020
was put at

3.86 million USD.

These are challenges of confidentiality and
availability of information. They are comms and
codes challenges — encryption and decryption,
take it and break it.

The third pillar of information assurance —
information integrity - is more than a comms
and codes challenge. It needs an understanding
of what good looks like in operational systems
and digitally connected capabilities. It needs a
person who understands the operating manual,
in order to identify any malfunction.

Things can and do go wrong. From pranksters
to criminals, nation states to rogue employees,
the threat continues to evolve, to exploit the
challenges of the boundary between virtual and
physical identity, and defeating the integrity of
command and control.

For example, in 2015, Volkswagen admitted

that 11 million of its vehicles were equipped

with software used to cheat on emissions

tests, by modifying engine performance. In
brief, the engines could sense test scenarios

by monitoring speed, engine operation, air
pressure and even the position of the steering
wheel. When the cars were operating under
controlled laboratory conditions the engine ran
below normal power and performance. Once on
the road, the engines switched out of this test
mode. The result? The engines emitted nitrogen
oxide pollutants up to 40 times above what is
allowed in the US.

s X &

By the close of 2021, a Ransomware
attack will be projected to have
taken place every

11 seconds

According to Cybersecurity
Ventures, cybercrime is set to
cost the world

10.5 trillion USD

by 2025.

Around 5 years earlier, a nation state cyber
capability called Stuxnet was identified as
having modified the performance of Iranian
nuclear centrifuges, reducing their spin speed
to degrade the enrichment of Uranium. Stuxnet
targeted a particular model of Programmable
Logic Controller (PLC) made by Siemens. These
are small embedded industrial control systems
that run all sorts of automated processes: on
factory floors, in chemical plants, in oil refineries,
at pipelines--and, yes, in nuclear power plants.

These are just two examples of how our digital
dependence can be exploited; both designed

to exploit the interface between human mind,
seeing data it expects and drawing reasonable
conclusions or reinforcing decisions, and a
technical system, doing something unexpected,
something outside the design parameters.

Integrity and identity are fundamentally
human questions — whether communication
or command and control, eventually there is a
human brain driving the system.

Whe & T7



—

—
WWWM

WITHYOUWITHM_EJ

Building the national cyber force

The UK determined that a cyber force was part
of the solution to getting across this diverse

and diffuse landscape. Not a fourth service, or a
military solution, or an expansion of intelligence
operations. A new construct of human insights
and technical solutions, offering an ecosystem to
as many disciplines as possible, to ensure shared
understanding of the challenge, and rapid
evolution of capability. With space to grow the
new talent required.

* a collection of brainpower. Government,
industry, defence and national security,
academia and research.

* a team of individuals, bringing their own
experience, expertise and insight to wicked
problems.

* a system to explore the challenges arising
from remote command and control of
IT systems, individual devices, industrial
control systems, any aspect of the tech
ecosystem.

* a way of thinking.

The national cyber force is now a
key part of the new government
and defence ecosystem

* To increase the benefit from tech to
society; the national cyber force there to
inform the development of technology
that we can trust

* To reduce physical harm — saving lives by
controlling the operating environment of
those in difficult and dangerous places

* To reduce the harm from hostile actors
by reducing their capability, reach and
influence

* To reduce the prospect of conflict, through
investment in deterrence and national
cyber competence.

The national cyber force required significant
attention to the fundamentals of the
organization, from budget to legal authorities,
from governance structures and oversight to

physical location and technical capability, but
first and foremost, the national cyber force was
achieved by building a brilliant team of people
with a vast array of skills.

As we build a safer, ever more connected digital
society, we need to put people, and trust, at
the heart of the national cyber force, allowing
everyone who wants to, to contribute to the
best of their potential. This approach balances
curiosity about the future with expertise from
the past, making the case for change in the big
data ecosystem.

The National cyber force was designed to
be a key lever of cyber power. But part of its
superpower was its people, culture and new
thinking. Those are the lessons that need to
be extracted and applied as national cyber
competence continues to develop.
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Supporting the
cyber ecosystem
with talent

To build a strong cyber team, we must look beyond just technical
skills. Recruitment should focus on individuals who can bring
diverse perspectives and new ideas to solve complex problems.

Looking to the wider cyber system, how do we:
Recruit to the team,
Move from training, to learning,

Bring in new ideas to solve the
hardest problems,

Stress test our thinking to the
point of being truly match fit.
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Recruiting diverse ™
perspectives and
new ideas

WithYouWithMe (WYWM) is a veteran-led, social impact company
dedicated to tackling the global digital skills crisis by helping
defence, government and private companies evolve with
technology.

The organisation presently works with Australian, UK, US and
Canadian government agencies on cyber workforce strategies and
digital enablement.

Beyond it's cyber program, WYWM also works across both the
public and private sectors to support diverse individuals from
under-represented backgrounds - including neurodiverse,
refugees, indigenous and women in tech - into high demand
digital roles.

Through this social impact program, WYWM builds cognitively
diverse tech teams that reflect the communities they serve, where
cognitive diversity, inclusion, and belonging remain the number
one talent priority.

Find out more at: withyouwithme.com
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